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CLAIMS 

What is claimed is: 

1. A method for encapsulating a signaling connection control part (SCCP) 
message in an Internet protocol (IP) datagram using a transport adapter 
layer interface (TALI), the method comprising: / 

(a) receiving an SS7 message signal unit (pU), the SS7 MSU 
including message transfer part (MTP) lasers 1, 2, and 3 and an 
SCCP layer; / 

(b) discarding MTP layer 1 and 2 information from the SS7 MSU; 

(c) placing the SCCP layer in a service poyfion of a TALI packet; 

(d) adding a TALI header to the TALI packet; and 

(e) adding transmission control protocol! (TCP) and IP headers to the 
TALI packet. / 

2. The method of claim 1 comprising/ placing MTP layer 3 information 
without modification into the service portion of the TALI packet. 

3. The method of claim 1 comprising extracting MTP layer 3 information 
from the SS7 MSU and placing thfe MTP layer 3 information in the SCCP 
layer. / 

4. The method of claim 3 wherein extracting MTP layer 3 information 
includes extracting an originating point code (OPC) value from the SS7 
MSU and placing the MTP layer 3 information in the SCCP layer 




includes placing the OPC value in a calling party address field in the 
SCCP layer. / 

The method of claim 3 wherein extracting MTP layer 3 information 
includes extracting a destination point code (DPC) A/alue from the SS7 
MSU and placing the MTP layer 3 information /in the SCCP layer 
includes placing the DPC value in a called party address field in the 
SCCP layer. / 

The method of claim 1 comprising setting a/sYNC field in the TALI 
packet to a predetermined value indicating Ahe beginning of the TALI 
packet for stream-oriented communications./ 

The method of claim 1 comprising setting a LENGTH field in the TALI 
packet to a value indicative of the LENGTH of the service portion of the 
TALI packet. / 

The method of claim 1 comprising setting an OPCODE field in the TALI 
packet to a predetermined value/for identifying the TALI packet as an 
SCCP packet. / 

A method for encapsulating/ a message transfer part layer 3 (MTP3) 
packet in an Internet protocol (IP) datagram using a transport adapter 
layer interface (TALI), the method comprising: 
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(a) receiving an MTP3 message signal unit (MSJ0), the MTP3 MSU 
including MTP layers 1 , 2, and 3; 

(b) discarding MTP layers 1 and 2 from the MT03 MSU; 

(c) placing MTP layer 3 information from the |MTP3 MSU in a service 
5 portion of a TALI packet; 

(d) adding a TALI header to the TALI packet; fend 

(e) adding transmission control protocol (TjCP) and IP headers to the 
TALI packet. 

10 10. The method of claim 9 wherein placing the MTP layer 3 information in 
the service portion includes placing a routing label and a service 
indicator octet (SIO) in the service portion of the TALI packet. 



11. The method of claim 10 wherein placing the MTP layer 3 information in 
15 the service portion includes placinc/layer 3 information in addition to the 

routing label and the SIO in the serivice portion of the TALI packet. 
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12. The method of claim 11 wherein placing information in addition to the 
routing label and the SIO /includes placing network management 
information in the sen/ice portion of the TALI packet. 



13. The method of claim /12 wherein placing network management 
information in the service portion of the TALI packet includes placing 
changeover information in the service portion of the TALI packet. 
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14. The method of claim 12 wherein placing network management 
information in the service portion of the TALI packet includes placing 
changeback information in the service portion of tme TALI packet. 



5 15. The method of claim 12 wherein placing network management 
information in the service portion of the TAU packet includes placing 
flow control information in the service portion of the TALI packet. 

16. The method of claim 11 wherein placing information in addition to the 
10 routing label and the SIO includes placinc/ network testing information in 

the service portion of the TALI packet. 
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17. The method of claim 16 wherein plading network testing information in 
the service portion of a TALI packet |ncludes placing signaling-route-set- 
test information in the service portion of the TALI packet. 
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18. The method of claim 9 comprising setting a SYNC field in the TALI 
packet to a predetermined value indicating the beginning of the TALI 
packet for stream-oriented communications. 

19. The method of claim 9 comprising setting a LENGTH field in the TALI 
packet to a value indicative of the LENGTH of the service portion of the 
TALI packet. 
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20. The method of claim 9 comprising setting tti(e OPCODE field to a 
predetermined value for identifying the TALI oacket as an MTP3 packet. 

21 . The method of claim 9 comprising addiijg an application layer sequence 
number to the TALI packet. 
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22. The method of claim 21 comprising adding an application layer 
sequence number includes adding a service specific connection oriented 
protocol (SSCOP) trailer to then"ALI packet. 

23. A method for monitoring the status of a transmission control protocol 
(TCP) connection used to communicate SS7 messages between SS7 
and Internet protocol (IP) nodes, the method comprising: 

(a) establishing a first transmission control yprotocol (TCP) connection 
for communicating SS7 messages between a first signaling node 
and a second signaling node; 

(b) transmitting a first message ^q^psulated jpfa TCP segment over 
the first TCP connection; 

(c) listening for a reply to thj£ first message over the first TCP 
connection; and 

(d) in response to failing to/receive the reply within a predetermined 
time period, treating the/first TCP connection as being disabled. 
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24. The method of claim 23 comprising in response to failing to receive the 
reply within the predetermined time period, attempting the re-establish 
communications over the first TCP connection^ 

25. The method of claim 23 wherein the predetermined time period is less 
than a TCP disconnection timeout value. 
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26. The method of claim 23 wherein transmitting a first message includes 
transmitting a TALI test message and/ listening for a reply includes 
listening for a TALI allow or prohibit message. 
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27. The method of claim 23 comprisir 
determining a round trip timj 
signaling nodes. 



response to receiving the reply, 
between the first and second 



28. The method of claim 27 wherein determining a round trip time includes: 

(a) reading a local timer v^fue and inserting the local timer value in 
the first message; 

(b) reading the local timef value when the reply is received; 

(c) reading a timer value from the reply; and 

(d) computing the RTT based on the difference between the timer 
value in the reply and the local timer value when the reply was 
received. 
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29. The method of claim 23 comprising inserting a Ic^cal transport adapter 
layer interface version number in the first message. 

30. A method for suspending and resuming SS7 massage communications 
over a transmission control protocol (TCP) connection, the method 
comprising: 

(a) establishing a first TCP connection between a first signaling node 
and a second signaling node; 

(b) sending and receiving TCP/IP-encapsjJIated SS7 messages over 
the first TCP connection; and 

(c) receiving a first control message ovejf the first TCP connection and, 
in response, stopping the sending pfSS7 messages over the first 
TCP connection. 



15 31. The method of claim 30 comprising, after receiving the first control 
message, resuming the sending oy SS7 messages over the first TCP 
connection in response to receiving a second control message over the 
first TCP connection. 



20 32. The method of claim 30 comprising, in response to receiving the first 
control message, switching $5S7 communications between the first and 
second signaling nodes tfa a second TCP connection established 
between the first and second signaling nodes. 
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33. The method of claim 30 wherein receiving a ffrst control message 
includes receiving the first control message signed using a 
predetermined encryption algorithm and verifying that the first control 
message originating from an authorized nod^i using the first encryption 
algorithm. 
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34. The method of claim 30 wherein establishing a TCP connection between 
first and second signaling nodes includes establishing the first TCP 
connection between a signaling gateway and a media gateway 
controller. 



15 



20 



25 



35. The method of claim 30 wherein estqjpli^hing a connection between first 
and second signaling nodes incjefdqfe establishing a connection between 
a first SS7 signaling node andean l^r/ode. 

36. The method of claim 30 whereirt( establishing a connection between first 
and second signaling nodes includes establishing a connection between 
a first IP-capable SS7 signaling node and a second IP-capable SS7 
node. 

37. A method for processing transport adapter layer interface (TALI) 
messages received ovpr a stream-oriented connection, the method 
comprising: 

(a) receiving a plurality of TALI messages over a stream-oriented 
connection; 
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(b) identifying the beginning of each of the TAl/ messages using a first 
field in each of the TALI messages; 

(c) identifying the end of each of the TALI jfnessages using a second 
field in each of the TALI messages; and 

(d) extracting individual TALI message packets using the first and 
second fields. 
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38. The method of claim 37 comprising identifying the content of each of the 
TALI messages using a third field in each/of the TALI messages. 

39. The method of claim 37 wherein recei\|pa a plurality of TALI messages 
over a stream-oriented connectior/ingljLides receiving a plurality of TALI 
messages over a transmission control f/rOtaeoT(TCP) connection. 



15 40. The method of claim 37 wherein identifying the beginning of each of the 
TALI messages includes identifying/each of the TALI messages using a 
SYNC field in each of the TALI messages. 

41. The method of claim 37 whereiry identifying the end of each of the TALI 
20 messages using a second data/field includes identifying the end of each 

of the TALI messages using a/LENGTH field for specifying the length of 
a data portion of each of the TALI messages. 
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42. The method of claim 38 whlerein identifying the content of each of the 
TALI messages using a thi/d data field includes identifying the content of 
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each of the TALI messages using an OPCODE field for specifying the 
content of each of the TALI messages^/ 

43. The method of claim 37 wherein a data portion of each of the TALI 
messages carries SS7 information. 

44. A computer program product comprising/ computer-executable 
instructions embodied in a computer-readable' medium for performing 
steps comprising: / 

(a) receiving an SS7 message signal /init (MSU), the SS7 MSU 
including message transfer part (IWTP) layers 1, 2, and 3 and an 
SCCP layer; / 

(b) discarding MTP layer 1 and 2 information from the SS7 MSU; 

(c) placing the SCCP layer in a service portion of a TALI packet; 

(d) adding a TALI header to the 7i ALI packet; and 

(e) adding transmission control protocol (TCP) and IP headers to the 
TALI packet. / 

45. The computer program product of claim 44 comprising placing MTP 
layer 3 information without modification into the service portion of the 
TALI packet. / 

46. The computer program product of claim 44 comprising extracting MTP 
layer 3 informationf from the SS7 MSU and placing the MTP layer 3 
information in the SCCP layer. 
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47. The computer program product of claim 46 wherein extracting MTP layer 
3 information includes extracting an originating point code (OPC) value 
from the SS7 MSU and placing the MTP layyer 3 information in the SCCP 
layer includes placing the OPC value in ej calling party address field in 
the SCCP layer. 
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48. The computer program product of claim/46 wherein extracting MTP layer 
3 information includes extracting a destination point code (DPC) value 
from the SS7 MSU and placing the WTP layer 3 information in the SCCP 
layer includes placing the DPC valug in a called party field address in the 
SCCP layer. 
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49. The computer program product of claim 44 comprising setting a SYNC 
field in the TALI packet to a predetermined value indicating the 
beginning of the TALI packet for stream-oriented communications. 
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50. The computer program product of claim 44 comprising setting a 
LENGTH field in the TALI packet to a value indicative of the LENGTH of 
the service portion of the TAJLI packet. 

51. The computer program product of claim 44 comprising setting an 
OPCODE field in the /TALI packet to a predetermined value for 
identifying the TALI packet as an SCCP packet. 
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52. A computer program product for comprising computer-executable 
instructions embodied in a computer-readable medium for performing 
steps comprising: 

(a) receiving an MTP3 message signal/ unit (MSU), the SS7 MSU 
including MTP layers 1 , 2, and 3; 

(b) discarding MTP layers 1 and 2 fromythe MTP3 MSU; 

(c) placing MTP layer 3 information pom the MTP3 MSU in a service 
portion of a TALI packet; 

(d) adding a TALI header to the TAll packet; and 

(e) adding transmission control protocol (TCP) and IP headers to the 
TALI packet. 
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53. The computer program productf of claim 52 wherein placing the MTP 
layer 3 information in the service portion includes placing a routing label 
and a service indicator octet/ (SIO) in the service portion of the TALI 
packet. 
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54. The computer program product of claim 53 wherein placing the MTP 
layer 3 information in t|ne service portion includes placing layer 3 
information in addition to the routing label and the SIO in the service 
portion of the TALI packet. 
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55. The computer program product of claim 53 wherein placing information 
in addition to the routing label and the SIO, includes placing network 
management information in the service portion of the TALI packet. 
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56. The computer program product of claim 55/wherein placing network 
management information in the service portion of the TALI packet 
includes placing changeover information iijf the service portion of the 
TALI packet. 

57. The computer program product of claim 55 wherein placing network 
management information in the service portion of the TALI packet 
includes placing changeback informa/ion in the service portion of the 
TALI packet. 

58. The computer program product ofif claim 55 wherein placing network 
management information in the service portion of the TALI packet 
includes placing flow control information in the service portion of the 
TALI packet. 

59. The computer program product of claim 54 wherein placing information 
in addition to the routing lat/el and the SIO includes placing network 
testing information in the service portion of the TALI packet. 



20 60. The computer program product of claim 59 wherein placing network 
testing information in tne service portion of a TALI packet includes 
placing signaling-route-set-test information in the service portion of the 
TALI packet. 
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61. The computer program product of claim 52 comprising setting a SYNC 
field in the TALI packet to a predetermined value indicating the 
beginning of the TALI packet for stream-oriented communications. 

62. The computer program product of clainV 52 comprising setting a 
LENGTH field in the TALI packet to a value/ indicative of the LENGTH of 
the service portion of the TALI packet. 
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63. The computer program product of cpim 52 comprising setting the 
OPCODE field to a predetermined val/ie for identifying the TALI packet 
as an MTP3 packet. 



w 
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64. The computer program product of claim 52 comprising adding an 
application layer sequence number ito the TALI packet. 

65. The computer program productf of claim 64 comprising adding an 
application layer sequence numper includes adding a service specific 
connection oriented protocol (S9COP) trailer to the TALI packet. 



20 66. A computer program product comprising computer-executable 
instructions embodied in a pomputer-readable medium for performing 
steps comprising: 

(a) establishing a firs/ tr^rpsmi/sion control protocol (TCP) connection 
for communicating SS7 messages between a first signaling node 
25 and a second signaling node; 



/ 
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(b) transmitting a first message encapsulated \nj(a TCP segment over 
the first TCP connection; 

(c) listening for a reply to the first menage over the first TCP 
connection; and 

(d) in response to failing to receive the/ reply within a predetermined 
time period, treating the first TCP connection as being disabled. 
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67. The computer program product of claim 66 comprising in response to 
failing to receive the reply within the predetermined time period, 
attempting the re-establish communications over the first TCP 
connection. 



CO 
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68. The computer program prockidf of claim 66 wherein the predetermined 
time period is less than a TCP/di/connection timeout value. 

69. The computer program product of claim 66 wherein transmitting a first 
message includes transmitting a TALI test message and listening for a 
reply includes listening for a TALI allow or prohibit message. 



20 70. The computer program product of claim 66 comprising, in response to 
receiving the reply, determining a round trip time (RTT) between the first 
and second signaling nodes. 
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71. The computer prqgram product of claim 70 wherein determining a round 
trip time includes/ 
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(a) reading a local timer value and inserting j/fie local timer value in 
the first message; 

(b) reading the local timer value when the /eply is received; 

(c) reading a timer value from the reply; yand 

5 (d) computing the RTT based on the/difference between the timer 

value in the reply and the local t/mer value when the reply was 
received. 

72. The computer program product of claim 71 inserting a local transport 
10 adapter layer interface version number in the first message. 

73. A computer program prod*i!r6f)comprising computer-executable 
instructions embodied in a/cdmputer-readable medium for performing 
steps comprising: 

15 (a) establishing a first TCP connection between a first signaling node 

and a second signaling node; 

(b) sending and receiving TCP/IP-encapsulated SS7 messages over 
the first TCP connection; and 

(c) receiving a first control message over the first TCP connection and, 
20 in response, stopping the sending of SS7 messages over the first 

TCP connection. 

74. The computer program product of claim 73 comprising, after receiving 
the first control message, resuming the sending of SS7 messages over 
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the first TCP connection in response to receiving a second control 
message over the first TCP connection. 

75. The computer program product of claim 73 c/omprising, in response to 
receiving the first control message, switching SS7 communications 
between the first and second signaling nodes to a second TCP 
connection established between the firstrand second signaling nodes. 
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76. The computer program product of /claim 73 wherein receiving a first 
10 control message includes receivin^Jhe first control message signed 

using a predetermined encryption algorithm and verifying that the first 
control message originatedLfrdjfh an aMfhorized node using the first 
encryption algorithm. 

15 77. The computer program product of claim 73 wherein establishing a TCP 
connection between first/ and second signaling nodes includes 
establishing the first TCP connection between a signaling gateway and a 
media gateway control \erj 



20 78. The computer program product of claim 73 wherein establishing a 
connection between/ first and second signaling nodes includes 
establishing a connection between a first SS7 signaling node and. an IP 
node. 
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79. The computer program product of claim 73 v^herein establishing a 
connection between first and second signaling nodes includes 
establishing a connection between a first IP-Capable SS7 signaling node 
and a second IP-capable SS7 node. 
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80. A computer program comprising computer-executable instructions 
embodied in a computer-readable n/edium for performing steps 
comprising: 

(a) receiving a plurality of TALI messages over a stream-oriented 
10 connection; 

(b) identifying the beginning of eaclfi of the TALI messages using a first 
field in each of the TALI messj _ 

(c) identifying the end of ea#i dfmne T^l/I messages using a second 
field in each of the TAUf measaa^sl^nd 

15 (d) extracting individual TALI/ message packets using the first and 

second fields. 
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81. The computer program product of claim 80 comprising identifying the 
content of each of the TA^I messages using a third field in each of the 
TALI messages. 
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82. The computer program/ product of claim 80 wherein receiving a plurality 
of TALI messages over a stream-oriented connection includes receiving 
a plurality of TALI messages over a transmission control protocol (TCP) 
connection. 
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The computer program product of claim 80 wherein identifying the 
beginning of each of the TALI messages includes identifying each of the 
TALI messages using a SYNC field in each of ther SS7 messages. 

The computer program product of claim 80 Wnerein identifying the end of 
each of the TALI messages using a seconcydata field includes identifying 
the end of each of the TALI messages using a LENGTH field for 
specifying the length of a data portion of 6ach of the TALI messages. 

The computer program product of dfa\rn 81 wherein identifying the 
content of each of the TALI messages using a third data field includes 
identifying the content of each of thte TALI messages using an OPCODE 
field for specifying the content of efach of the TALI messages. 

The computer program product of claim 80 wherein a data portion of 
each of the TALI messages carries SS7 information. 



A communications network element for implementing a transport adapter 
layer interface (TALI) protocol stack, /he communications network 
element comprising: / 

(a) a TALI process for receiving S37 messages, discarding SS7 layer 
1 and 2 information from the S57 messages, and for adding a TALI 
header to each of the SS7 messages to form TALI messages; and 

(b) a transmission control protocol/Internet protocol (TCP/IP) process 
for receiving the TALI messages from the TALI process, adding 
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TCP and IP headers to the TALI messages, and forwarding the 
TALI messages to a receiving application over an IP network based 
on the TCP and IP headers. 



88. The communications network element/of claim 87 comprising a data 
communications module (DCM) incjluding hardware for sending and 
receiving messages over the IP i^etwork, wherein the TALI process is 
implemented on the DCM. 

10 89. The communications netwo&(< element of claim 88 wherein the TCP/IP 
process is implemented orythe DCM. 

90. The communications Bletwork element of claim 87 wherein the TCP/IP 
process is adapted tdreceive a stream of TCP data from the IP network. 
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91. The communications network element of claim 90 wherein the TALI 
process is adapted to receive the stream of TCP data from the TCP/IP 
process and tp identify individual TALI message boundaries in the 
stream. 
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